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How to assure that security properties
are met across distinct cloud layers
with different stake holders?

How to derive continuous assessment
of security properties across the
clouds architecture?

How can security be assessed,
measured or scaled in respect to a
certain predefined set of security
properties (assurance levels)?

How to aggregate/inherit security
across different stake holders in

Cloud?
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Establish a catalogue of the most relevant security

concerns (based on established work)

o Classify them per classes
o Distinguish their relevance

* Provide a compact methodology for assessment and
aggregation of these security concerns horizontally and
vertically

« Define policy of aggregation for certain set security
properties

* Propose an empirical evaluation of the methodologies
proposed
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Security properties

ARCHITECTURE

ABSTRACTION LEVEL
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» Security-aware SLA specification
language and cloud security
dependency model

» Certification models

* Core Certification mechanisms

Cryptographic
module
protection level

Application Level

Data Leakage
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Virtual Infrastructure
Level

enant

Physical Infrastructure
Level

Data Alteration
Detection /
Prevention

* Methodologies for Risk Assessment
and Management
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Quality Level
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ABSTRACTION LEVEL / \ Framework elements:
ﬁi « Component of Evaluation (CoE)

User
Level Dependencies

o Component dependencies (CD)
o Association (AS)

« Group of Evaluation (GoE)
« Target of Evaluation (ToE)

Application Level
Critical Infrastructure

Assurance Profile:

o Assurance Type (AT)
Assurance Properties (AP)
Assurance Class (AC)
Security Objectives (SO)
Assessment Interval (Al)

Virtual Infrastructure
Level
Tenant

Physical Infrastructure
Level
Cloud Infrastructure

O O O O

Common Criteria Framework for Information Technology Security Evaluation, CCDB USB
Working Group, 2012, part 1-3. Online available: http://www.commoncriteriaportal.org.
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Tree model

1. Security Property
2. Security Property
1. Assurance Class 3. Security Property

CoEA

X. Security Property
1. Security Property
2. Security Property
2. Assurance Class 3. Security Property

K. Security Property
1. Security Property
2. Security Property
N. Assurance Class 3. Security Property

Z. Security Property

Aleksandar Hudic, Thomas Hecht, Markus Tauber, Andreas Mauthe, and Santiago Caceres Elvira,
"Towards Continuous Cloud Service Assurance for Critical Infrastructure IT", IEEE International
Conference on Future Internet of Things and Cloud (FiCloud 2014)
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Policy Elements:

* Dependency Assurance Class (DAC) - defines the requirement for the underplaying objects
in terms of security properties

» Dependency Security Properties (DSP) - defined set of properties for the underplaying
objects

* Dependency Assurance Class (DBM) — bitmask which defines minimum requirements per
Security Property for underplaying objects
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Treem I
ee mode Features:

CoEA * Recursive assurance
aggregation

* QOverall assurance

* Dynamic infrastructure
assessment

» Flexible object assessment
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« Strong security assessment framework for Cloud
infrastructures is required

* Flexible

« Technology independent

« Both User and Provider centric

* Non invasive on the Cloud infrastructure
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Thank you for your attention!
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