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Image By: Naoki Irie  

From; “Extraordinary origins, unlikely superpowers: the turtle 
genome unveiled” by Rachel Gross 

The Genetic Hourglass 
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The Internet Hourglass 

•  We were given 4 billion unique 
IP addresses to work with 

•  We’re using pretty much all of them 
(for the first time in about 30 years) 

Image: Steve Deering, Jonathan Zittrain 

•  IP is the Internet’s 
Building Block 
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Routed IPv4 Addresses  

Future Growth Challenges With IPv4 

•  Subtended NATs 
•  Short IP Leases 

•  Tunnels and Overlays 
•  Global routing table growth 

•  Buying/Selling IP address space 
•  Less IP aggregation 

•  Camping on bogon IP space 
•  Application-Level Gateways 

•  Reviving 240 reserved space 
•  Shared-SP IPv4 space 

IPv6 Unleashes Internet Growth 

> 
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Scaling Challenges with IPv4 

Service Provider Subscribers Internet 

“Local” IP moves into the SP  

IPv4 

Local 
IPv4 

Local  
IPv4 

Local 
IPv4 

IPv4 

 IPv4  

Carrier Grade NAT 
“CGN” 

IPv4  
Local 
IPv4  
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Image by: Jason Fesler, Yahoo! 
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Solution: Using IPv6 to Bypass the CGN 

Service Provider Subscribers Internet 

Local 
IPv4  

IPv6 

IPv4 
+ IPv6 

IPv6 traffic bypasses IPv4 CGN 

“CGN” 
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6lab.cisco.com/stats     @cisco6lab  

“When a tree falls, we can hear it.  
When the forest grows, not a sound” 

 
 

Gandhi 



© 2013 Cisco and/or its affiliates. All rights reserved. 
Next Generation Networks Research Day – 
December 2013 

http://isoc.org/wp/worldipv6day/participants 

 
 
 

June 8 2011 
00h00-23h59 (UTC) 
 
24-hr IPv6 “Test Flight” 
IPv6 access on website’s “front door”   
(DNS AAAA Record on www.company.com) 
 
Coordinated by:  
 

http://isoc.org/wp/worldipv6day 
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The Internet Core is ready !  

IPv4 transit AS’s: 9900 IPv6 transit AS’s: 1693* 
IPv6 enabled AS’s: 3605 
 

Concentrated in TOP 300  
(82% of AS’s are IPv6 transit)  
 

30% CAGR 
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~50% Content reachable over IPv6 



© 2013 Cisco and/or its affiliates. All rights reserved. 
Next Generation Networks Research Day – 
December 2013 

IPv6 Users 

US: 4.4% DE: 4.5% CH: 10% 

Source: 6lab.cisco.com/stats 

PE: 4.2% 

3.4M 2.7M .7M 

.65M 

.35M 

DE:  5% 

10M 
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“World IPv6 Day” 
June, 2011 

“World IPv6 Launch” 
June, 2012 

Global IPv6 Deployment to Users  October 2013 

Now Doubling Every 9 months 

10+ Years of preparation and trial 

Industry bands together to 
move IPv6 to mainstream 

April 2013 

Today 

Thanks to our friends at Google for the charts 

http://www.google.com/ipv6/statistics.html 
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“World IPv6 Day” 
June, 2011 

“World IPv6 Launch” 
June, 2012 

Global IPv6 Deployment to Users  December 2013 

Today 

Thanks to our friends at Google for the charts 

http://www.google.com/ipv6/statistics.html 
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2012 - 2013: IPv6 v IPv4 RTT comparison 

%
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RTT Ratio 

IPv6 faster IPv4 faster 

Now: 
July 
2013 

Then: 
July 
2012 

Analysis by Geoff Huston, APNIC  
https://ripe67.ripe.net/presentations/115-2013-10-16-ipv6-launch-365.pdf 
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Internet of Everything 
(people, process, data, 

things) 

50B 

IPv6 Everywhere 
Mobility / BYOD 
(the device goes 

 with you) 

Internet of Things 
(age of the device) 

Fixed Computing 
(you go to the device) 

1993 2003 2013 

500M 

10B  

2022 
Source: Cisco IBSG, 2013 

IPv4 IPv4 + NAT IPv6 Launch 
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Visual Networking Index forecast 

26 

Devices Projected to be IPv6 capable in 2017: 
•  73% of smartphones, reaching 2.1 billion 
•  74% of tablets, reaching 520 million 
•  79% of laptops, reaching 717 million 
•  24% of M2M connections, reaching 1.4 billion  

In 2017, If 50 percent of IPv6-capable devices are 
actively connected to an IPv6 network, the forecast 
estimates that globally, IPv6 traffic would amount to 
•  28.8 exabytes per month  
•  24 percent of total Internet traffic.  

http://goo.gl/xxLT 

End user OS’s all have IPv6 on by default. 
It can’t be disabled easily (if at all) !  
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“IPv6 is not only about more devices, it is an upgrade of one 
of the most fundamental building blocks of the Internet” 
 
 

32 bits (src) 32 bits (dest) IPv4 

128 bits (src) 
128 bits (dest) 

IPv6 

Low Power 
IP 

(6lowpan, 
6TiSCH…) 

Homenet IPv6 
Segment 

Routing and 
Service 

Encoding 

IPv6 Only 
Data 

Centers 

SmartGrid 
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“IPv6 is not only about more devices, it is an upgrade of one 
of the most fundamental building blocks of the Internet” 
 
 

32 bits (src) 32 bits (dest) IPv4 

128 bits (src) 
128 bits (dest) 

IPv6 

Homenet 
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Raising the Bar in Home Networking 

– Networks shall have ample IP 
address space 
– Routers shall know where to 
send packets 
– Names resolve to addresses 
– Human touch is not required 

No matter how many routers in a home or 
how they are connected…. 
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!  IETF Homenet Working Group (established July 2011) 
–  Interim kickoff meeting at Comcast in PA  
–  Of 120+ IETF WGs, homenet is currently in the top 3 

most well attended 
–  http://tools.ietf.org/wg/homenet/ 

S
ta

nd
ar

ds
 

Open Source 

Reaching the bar 

!  Cisco Homenet Tech Fund (established June 2012) 
–  Funding for open source development, prototyping, etc. 
–  Please contribute! The idea is to make this a community effort. 
–  irc #homenet   
 
–  https://github.com/fingon/hnet-openwrt-openwrt-feed 
–  https://github.com/fingon/bird-ext-lsa    
–  https://github.com/fingon/hnet-core 
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10.1.2.3/24 

192.168.1/24 

192.168.1/24 

Evolution of a home network – how many routers ? 

128.66.12.34/32 

192.168.4/24 

192.168.3/24 

192.168.100/24 

2001:db8::/64 

10.2.2.3/24 

… … … 

0 Home Routers 1 Home Router 2 Home Routers 3 Home Routers 4 Home Routers 5 Home Routers 7 Home Routers 10+ Home Routers 
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IETF Homenet  
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IETF Homenet  
1. Identify Border Routers 

A (/56) 

B (/48) 

C (/60) 

2. Eliminate loops and  
advertise “Usable Prefixes”  

A,B,C 

A,B,C 

A,B,C 

A,B,C A,B,C 

A,B,C 

A,B,C 

A,B,C 
zOSPF 
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IETF Homenet  
3. Carve up Usable Prefixes  
into /64s and assign to links, 
adjusting for collisions 

A (/56) 

B (/48) 

C (/60) 

A,B,C 

A,B,C 

A,B,C 

A,B,C A,B,C 

A,B,C 

A,B,C 

A,B,C 

/64s from A,B,C 

/64s from A,B,C 
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/64s from A,B,C 

/64s from A,B,C 

zOSPF 
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Benjamin Paterson, X09 – Homenet Prefix Assignment Algorithm 
(Prix de stage de recherché de la Departement d'informatique) 
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Homenet @ IETF 85 (Atlanta) 

36 
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ISP 
A 

ISP 
B 

ISP 
C 

ISP 
D 

Cedric’s home 

Maico’s home Guillaume’s home 

Homenet 
Working 
Group 

     Google   
Plus 

GplusHandler TunnelsManager 

Database FirewallManager 

DNS Server: 
DNS-SD 

filter 

UI 

draft-dessez-homenet-googleplus-interconnect 
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Cedric Dessez, X10 
(Prix de la fondation de l’X) 
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ALG 
 

VPN VPN 

39 
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IPv4 + VLAN + MPLS + NAT + Signaling  
broken End-to-End, reaching limit of complexity and scale 

•  L2/L3 VPN often use to segregate application services => Voice VLAN/VRF 
Any communication across Domain/VPN boundaries requires NAT + ALG + Signaling or even Apps level Gw 

•  SDN may bring some programmability/flexibility, but control points are unchanged  
Resulting in too many SDN controller point (SDN everywhere ?) 
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IPv6 = Restoring End-to-end 

40 

IPv6 IPv6 

Apps 
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IPv6 
SR 

SR 

DSCP DSCP DSCP DSCP 

Multi-Prefix 

•  Multi-Services devices/apps benefit global reach 
•  Application Metadata correlation to Prefix coloring and SAS 
•  Bitwise ACL/Classification + SR provides path isolation, Service Routing and TE  
•  SDN can provide sophisticated/flexible policy distribution at critical policy decision point 
•  Then the policy is carried in the packet (Source-Prefix/Segment Id) 
•  No breakage of end-to-end, no states require, no signaling 

=> Programmability + Simplicity & Scale  
policy 
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Multi-Prefix 
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SR SR 

SDN / PCEP 
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IPv6 SR 
Multi-prefix 

network 

Internet 

 
 

IPv6 DC 

IPv6 Enabled Application-Network Integration 
Service Differentiation + Scale + Flexibility 

41 

IPv4 
Internet 

AFT 
Traffic Eng 

Source Routing 

Stateless NAT64: incoming 

DC IPv6 –> Scale 
Automation 

Virtualization End-point Source Address Selection  
based on policy, + metadata from  
the application he is in session with 

Bitwise ACL 

Multi-Homed 
Multi-Prefix 
Multi-Policy 

Multi-Address host 
Policy based SAS 

1.  IPv6 addresses are, via correlated meta-data or bit-level semantics, a consistent, end to end, identifier throughout  
the network that allows policy based decisions to occur anywhere needed  

2.  IIPv6 addresses are not limited to one per device (each device may have many), and are not manipulated by NATs 
3.  We are building technology that allows a host to select a source address intelligently all the way from  

the endpoint, with information from the application provider the host is in contact with. 

x-late==IPv4oV6 
for legacy apps 

plate+NAT44:  
outgoing legacy 

xlate 

SA/DA route selection 

Application 
metadata/policy 
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Arriving Now: All-IPv6 Networks and Data Centers 
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IPv6 
End2End Restored 

Unlimited Connectivity & Global Reach 
Differentiated Services 

Isolation without Obfuscation  
  

IPv6 fuels main Internet Growth Engines 

Cloud/MSDC 
•  Scale 
•  Virtualization 
•  Automation 
•  Simplification  

Mobile Internet 
•  Scale: 10 Billions 
•  4G-LTE / VoLTE 
•  Simplification 
•  Mobile networks 

Internet of Things 
•  Scale: 50 Billions 
•  Automation-Self Networked  
•  IoT Protocols are IPv6 only 

http://www.cisco.com/go/vni 
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•  Most Cisco WEB properties 
90% of apps support v6 now  
~4% of cisco.com users 
cisco.webex.com is ON !   
 

•  100% of Core WAN/MAN 
•  All iPOP  / DMZ  
•  21 production DC 
•  Over 120 Buildings & Sale Branch offices 

Both Ethernet access and Wifi 
~25000 users/devices 
  25% of user sessions  

Cisco on Cisco …  



© 2013 Cisco and/or its affiliates. All rights reserved. 
Next Generation Networks Research Day – 
December 2013 

$40 Billion 
annual run rate for the main web portal for quoting,  

configuring and buying Cisco solutions (CCW) 

 
 

$1.3 Billion 
annual run rate of IPv6 traffic on 

tools.cisco.com 

By The Numbers 

3.37%* =  
IPv6 traffic on tools.cisco.com** 
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IOS-XR 4.3
IOS-XE 3.8
StarOS 14.0

NXOS 6.2

IOS 15.3
IOS-XE 3.8

AnyConnect 3.x 
(Android, iOS) 

Windows, MacOS

Prime Infra CNR/CAR

WLC 7.3

UC 9.0
CUCM 9.0

CUBE/IOS 15.3

Prime Infra
ASA 9.1 (incl IPS)

ASA-Cx
AsyncOS 7.6 Email

Webex 
Mobile Client

Webex 
Meeting EFT

All of our devices, applications and services…  

100s of IPv6 features 
Engineering Process changes – Test and Hardening - USGv6 certified Portfolio
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References – IPv6 End to End 
•  http://tools.ietf.org/wg/homenet/     IETF Homenet Working Group  

•  https://github.com/fingon/bird-ext-lsa     OSPF Auto configuration 

•  https://github.com/fingon/hnet-core     Homenet implementation's core package 

•  http://tools.ietf.org/html/draft-arkko-homenet-prefix-assignment-02   Prefix Assignment in a Home 
Network 

•  http://tools.ietf.org/html/draft-dessez-homenet-googleplus-interconnect-01  Connecting Home Networks via the social 
      network GooglePlus 

•  http://tools.ietf.org/html/draft-troan-homenet-sadr-01    IPv6 Multihoming with Source 
Address        Dependent Routing (SADR) 

•  http://tools.ietf.org/html/draft-lepape-6man-prefix-metadata-00   IPv6 Prefix Meta-data and Usage 

•  https://sites.google.com/site/tmoipv6/464xlat     464XLAT -- A Solution for Providing IPv4 
      Services Over and IPv6-only Network    

•  http://tools.ietf.org/html/draft-ietf-softwire-map-09    Mapping of Address and Port with  
      Encapsulation (MAP) 

•  http://datatracker.ietf.org/doc/draft-ietf-softwire-map-t/   Mapping of Address and Port using Translation 
      (MAP-T) 
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