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IoT Ecosystem
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Challenges
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• Heterogeneity 

- Devices, Comm, Apps, Users (and their Data) 

• Scalability 

• Lack of Standardisation  

• Interpretability 
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Messy interactions in the 
end-to-end ecosystem 



Challenges
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Messy interactions

Unreliable and untrustworthy systems

Image source: http://www.ltktechnologies.com/how-iot-influence-everyday-life/



Untangling …
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Messy interactions 
Understand by profiling a set of interactions

Extended profiling from crowdsourced interactions 

Machine Learning Based Profiling

Image source: http://www.ltktechnologies.com/how-iot-influence-everyday-life/



We start with our focus on analysing Network Service Dependencies in IoT Eco-system 
which are critical for IoT robustness, resilience and trustworthiness. 

  
In this work we are NOT focusing on analysing interactions from security and privacy 
perspective. 
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Understanding interactions 



Examining IOT Network Service Dependency 

• We decided to examine what network behaviours were 
exhibited by different COTS IOT devices 

• A simple experimental setup: 
• Domestic IoT devices  

• Different application domains 
• Manufacturers  
• Popularity 

• Connect them via a router (Netgear N600) we control 
• Capture and analyse their packets
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Devices Under Test

• Hubs vs sensors 
• Several controlled 

via phone app 
• Radio comm type 

• Non-WiFi via a hub 
• Transport vs 

application protocols

Please note - Our purpose is not to make generalised statements about all IoT devices but to illustrate some of the 
ways commodity devices behaved and to consider the implications of those behaviours.



Traffic Analysis: In presence of Network Disruption

• Breakdown by protocols 

• Application layer protocols 

• Transport layer protocols 

• Traffic pattern time-series analysis 

• Protocol and service dependency 
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Yadav et al, “Network service dependencies in commodity internet-of-things 
devices”, ACM IoTDI, 2019. 



Analyses: Behaviour Under Disruption
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Analyses: Behaviour Under Disruption
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(#1 ->  #2) (#2 ->  #3)
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Analyses: Behaviour Under Disruption
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Analyses: Behaviour Under Disruption

(#4 ->  #5) (#5 ->  #6)
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Analyses: Behaviour Under Disruption

(#5 ->  #6)(#4 ->  #5)
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Analyses: Behaviour Under Disruption
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Analyses: Behaviour Under Disruption

(#1)
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Analyses: Behaviour Under Disruption



Analyses: Behaviour Under Disruption

(#6) (#7) 5 Mins data1 hour data



Analyses: Behaviour Under Disruption

(#6) (#7)

Echo traces 
showed new 

protocol & port 

5 Mins data1 hour data



Going forward…
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• How can we decouple IoT minimum functionality from 
Internet services and not only build but also test 
robustness and resilience?  

• Transparency and accountability of the internet  service 
dependency 

• IETF MUD specifications 
• Vulnerability disclosure framework 
• Device lifetime management as a service 
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