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A brief introduction to Security Costs

Our genes are selfish!
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Why are we 
the way we are?

Broad applicability of the 
“Selfish Gene”-theory 

among flora and fauna.

Why do certain animals 
have a certain number of 

children (offspring)?

Why does a specific 
species of birds only lay a 

total of 5 eggs max? 
Why not more?Fig. 1: The Selfish Gene (Dawkins, 1976)
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A brief introduction to Security Costs
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• Robert Trivers
• Parental Investment and Sexual 

Selection (1972)

• How much does it cost to be a parent?

• How much kilocalories (kcal) do 
parents keep for themselves?

• Result: bird-parents lose weight during 
“feeding time”!

Fig. 2: Blackbird mother feeding her offspring (RNZ, 2016)
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Definition of Cyber-Physical Systems

Cyber
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Communication

PhysicalMeasuring the 
physical world 
using sensors

Changing or 
affecting the 

physical world 
using actuators

ComputationComputation

Fig. 3: Closed-Loop Control Logic (adapted from Rajkumar et al., 2016)



Security Costs and Cyber-Physical Systems

Cyber
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Communication

PhysicalMeasuring the 
physical world 
using sensors

Changing or 
affecting the 

physical world 
using actuators

ComputationComputation

Start Goal

“use case“-related task

security-related task

How big is the resulting
overhead of providing security

in CPS?

… = Security Costs

Fig. 3: Closed-Loop Control Logic (adapted from Rajkumar et al., 2016)
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CPS & IoT & Frameworks

Cyber
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C2 C1

Physical

• Cyber-Physical Systems

IoT-Framework

interact

interactinteract

CPS1



Modelling Security Costs in CPS
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Metric Types
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Metric Type0
Algorithmic Complexity Analysis

Metric Type2
Sample Measurement

n

90 ms

30 %

40 mWs

20 %

log n

60 ms20 mWs

Big-O notation (algorithmic time complexity)

Execuition time 
in milliseconds

CPU-usage 
in percent

Power consumption
in milliWattseconds

Metric Type1
Difference Measurement

Metric Type3
Overall Result Measurement



Modelling Security Costs in CPS
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Normalisation and Weight-Calculation

Tasks
Metrics

M1 M2 M3 M4

T1 10 ms 5 % 20 MB 3 Ws

T2 12 ms 10 % 30 MB 9 WS
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M1

M2

M3

M4

MT1

MT2

MT3

Total number of metrics used = 4

𝑤
!"! #

$
% # &.()

𝑤
!"" #

(
% # &.)

𝑤
!"# #

$
% # &.()

Tasks
Metrics

M1 M2 M3 M4

T1 0,1 0,05 0,4 0,3

T2 0,12 0,1 0,6 0,9

Raw 
measurement 

data

Normalised
data

MIN-MAX
Normalisation
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Use 

Case 2

Use 
Case 1

vs.

Table 1: Workloads used by the Workload Controller 
for the Experimental Study

Table 2: Measurement Metrics used for
Measuring Security Costs for each Workload

Workload
Controller

run(WL1.x)

Workload
Controller

run(WL2.y)



“Testbed”
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Measurement Tools and Metrics
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C2 C1
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PiLogger One & Pinpoint APM
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Fig. 5: Raspberry Pi add-on board for measuring power consumption (PiLogger, 2020)

PiLogger One

Fig. 6: Pinpoint Application Performance Management Architecture (Naver, 2020)

Pinpoint APM



Security Cost Modelling Framework (SCMF)
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Fig. 7: A Holistic Approach for Normalising, Weighing and Aggregating Security Costs



Discussion
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Table 3: Total Costs per Workload Table 4: Security Costs per Workload

Algorithmic Complexity Constants



Discussion
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Table 3: Total Costs per Workload Table 4: Security Costs per Workload

Algorithmic Complexity Constants

≈ 30% of all tasks performed are security-related



Discussion
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Table 3: Total Costs per Workload Table 4: Security Costs per Workload

Algorithmic Complexity Constants

The cost of “S” in HTTPS



Discussion
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Table 3: Total Costs per Workload Table 4: Security Costs per Workload

Algorithmic Complexity Constants

In general: Use Case 2 performs better than Use Case 1



Summary & Future Work
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