
A taste of the biton overlay network

https://bitonproject.org



Basic ingredients
● Local-first

● Flexible trust models

● Swarms for application namespaces and overlay partitions

● Low-latency routing (service-oriented)                                                        
and redundant storage (information-centric)

● Mixing messages around sender and receiver, and across swarms

● Greedy routing over a global overlay network



Domain-specific local swarms

cabal



biton overlay address space



biton overlay addressing



Connect to a few overlay neighbors

Join spectrum edges



Friends: Trusted connections regardless overlay position

Commoners: Connections in domain-specific swarms

Strangers: Neighbors in the biton overlay

Peer trust levels



Domain-specific content       
does not leave the local swarm

Mixing and storage replication across friends,
domain-specific swarms, and the global overlay



Plausible deniability

The adversary cannot know with probability >50%         
whether a node is the original sender of a request.

Mixing similar to Crowds [Reiter et al., 1998], but with:

− Long-lived, trusted connections

− Mixing messages across swarms

− Storage replication and overlay requests as cover traffic



BitTorrent transport

● Long-lived, encrypted, high bandwidth connections

● Incentives for contributing resources, prioritizing rare files etc.

● Facilitates decentralised peer discovery

● Wide adoption means high collateral if censored

● Supernodes improve performance and cached content lifetime



Deployment?

● Supernodes and the Internet backbone
● Mesh topologies 
● Label switching (MPLS)
● biton “control plane”



Cooking up next

● Mixing protocols

● Strategies for efficient routing in the global overlay

● Distributed storage (caching, lookup algorithms, flooding attacks…)

● Flexible trust models accessible to the network stack

● Sharding blockchain networks
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