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Motivation

 Jypical home loT devices have access to private
iInformation

They may listen to you They may watch you They may know what
(e.g., smart speakers) (e.g., smart doorbells) you watch (e.g., smart TVs)

-

Reports

Electronics & Computers / Audio & Video / TVs / How To Turn Off

Techr

\/ C .~ o |’:]‘:;: \C A d

Anr How to Turn Off Smart TV Snooping Features

YOl Smart TVs collect data about what you watch with a

A glok technology called ACR. Here's how to turn it off.
assisldntrespora to Cormanas.




Key Problems, challenges and Solution

Devices contact many destinations

e Encrypted traffic

Our contributi-

.0 their

P and emulation tools

Our .oution: a testbed for running repeatable automated loT

experiments for understanding non-critical destinations

J. Ren, D. J. Dubois, D. Choffnes, A. M. Mandalari, R. Kolcun, and Hamed Haddadl.
“Information Exposure From Consumer loT Devices: A Multidimensional, Network-Informed
Measurement Approach”. In Proceedings of the IMC ’19.



loT Blocker Simple Approach

Solution Highlights
. . - ey . [
@ gs?r?t:roi::z?sabtsieesfiggm across your entire loT R e I y I n g O n u S e r

configuration for

@ Visibility & Control
Find out the operational status of any device in your loT network

| ]
Asset Management eaCh d eVI Ce
Optimize utilization and performance of connected dd

Quality and Compliance
Stan i i

Ease o Deployment & Opera * All-or-nothing
connectivity option
for traffic
destinations

* Not considering
whether blocking
traffic will break
device functionality



loTrimmer

Analyzing and blocking destinations specifically for a given
device, and for specific device-functionality scenarios

e (Generalizable
e Self adaptive

e Accurate loT blocker



Testbed

Unencrypted

Router

®

| Internet

Encrypted traffic

PCAP _ _
—1- o Monitor all traffic at the router

J. Ren, D. J. Dubois, D. Choffnes, A. M. Mandalari, R. Kolcun, and Hamed Haddadl.
“Information Exposure From Consumer loT Devices: A Multidimensional, Network-Informed
Measurement Approach”. In Proceedings of the IMC ’19.



Methodology

1. START FUNCTIONALITY

©C

. a) Power off/on the device

. |

-
. LY
b) Start functionality ';Q
and get the screenshot  Er——
for autovalidation

2. GET THE LIST OF

DESTINATIONS
N
: = a) when powering off
N - I

b) when switching
on/off the light

3. BLOCK THE
DESTINATION

a) DNS override
—>»127.0.0.1

b) test I
functionality

c) get the
screenshot

4. AUTO VALIDATION

v v

SU( (l\\l‘l L FAILED

BLOCKABLE UNBLOCKABLE

e Power experiments

* |nteraction experiments




Testing loTrimmer




Case study: Wansview camera

.
FULLHD

O,
\wansuview




Wansview camera: Non-functional Destination

Destination

159.65.95.225

3.122.229.130

ajcloud.net

cam-gw-isc-eu02.ajcloud.net

cam-tunnel-isc-eu02.ajcloud.net
fw-isc.ajcloud.net
htpdate.ajcloud.net
sdc-isc.ajcloud.net

.backblaze.com

Non-functional
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http://ajcloud.net
http://cam-gw-isc-eu02.ajcloud.net
http://cam-tunnel-isc-eu02.ajcloud.net
http://fw-isc.ajcloud.net
http://htpdate.ajcloud.net
http://sdc-isc.ajcloud.net
http://backblaze.com

Self-validating Automated Experiments
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Self-validating Automated Experiments

4

* High sensitivity (i.e.,
ability to correctly detect

D) 0 X (] _
successful triggers)
D » Failing to show the
s B @ proper screen for its

ooooooo

U o o state
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Successful Experiments?

dX:0.0 dY: 0.0 Xv: 0.0 Yv:0.0 Prs: 0.0

Sorrythere is a little bit proble...

@

i 1

Camera is offline,you can try to refresh
There may be a problem with your

network connection.Please refresh

or reopen the app. What happened?
| know
D) g X (6]
c(:)» :'Q‘ @ \9

Console



Successful Experiments?

* Test A: All destination ALLOWED and the trigger is used
* Test B: All destination BLOCKED and the trigger is used

* Test C: All destination ALLOWED and the trigger is NOT
used

ACCURACY

Wansview Camera: One failed test for refresh
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Determining Recurring Destinations

Destination

159.65.95.225

3.122.229.130

ajcloud.net

cam-gw-isc-eu02.ajcloud.net

cam-tunnel-isc-eu02.ajcloud.net

fw-isc.ajcloud.net

htpdate.ajcloud.net

sdc-isc.ajcloud.net

.backblaze.com

Recurring
Destinations
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http://ajcloud.net
http://cam-gw-isc-eu02.ajcloud.net
http://cam-tunnel-isc-eu02.ajcloud.net
http://fw-isc.ajcloud.net
http://htpdate.ajcloud.net
http://sdc-isc.ajcloud.net
http://pod-031-2000-03.backblaze.com

Wildcard Domains for Recurring Destinations

pod-031-2000-03.backblaze.com

pod-031-2000-10.backblaze.com

pod-031-2000-08.backblaze.com q-backblaze-com

pod-031-2000-16.backblaze.com

Grouping

pod-031-2000-11.backblaze.com . .
Destinations

pod-031-2000-11.backblaze.com

d-031-2000-11.backblaze. :
- aciblazefoM  Non-Recurring

pod-031-2000-06.backblaze.com Desti nations
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Allow and Deny List

Rest of the Traffic
(Non-recurring)

For Each Recurring
Destination

NO Functional NO Functional
or or
Not? Not?

Add to Deny
List

Deny all traffic
by default

Allow all traffic
by default

Add to Allow
List
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Wansview camera: Non-functional Destination

55% of the destinations non-functional
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Open Questions

Larger set of devices

Do function and non-
function destinations
change over time?

Do function and non-
function destinations
change in case an loT
device is deployed in a
different region?

19



Anna Maria Mandalari
Research Associate Imperial College London
anna-maria.mandalariQimperial.ac.uk

https://www.imperial.ac.uk/people/
anna-maria.mandalari

https://moniotrlab.ccis.neu.edu

20


mailto:anna-maria.mandalari@imperial.ac.uk
https://www.imperial.ac.uk/people/anna-maria.mandalari
https://www.imperial.ac.uk/people/anna-maria.mandalari

