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onitoring functionalities in Software-Defined Networks

Figure source: Kreutz, Diego, et al. "Software-defined networking: A comprehensive survey.” Proceedings of the IEEE 103.1 (2015): 14-76. and
https://nOwhere.net/real-time-network-monitoring-cyberprobe
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Network monitoring functionalities in Software-Defined Networks

1. Significant communication overhead
2. The latency caused by interaction
3. Cannot perform monitoring at line-rate speed
(Up to 100 Gbps)

Figure source: Kreutz, Diego, et al. "Software-defined networking: A comprehensive survey.” Proceedings of the IEEE 103.1 (2015): 14-76. and
https://nOwhere.net/real-time-network-monitoring-cyberprobe
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Network monitoring functionalities in Software-Defined Networks

Data plane programmable switches

Figure source: Kreutz, Diego, et al. "Software-defined networking: A comprehensive survey.” Proceedings of the IEEE 103.1 (2015): 14-76. and
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Network monitoring functionalities in Software-Defined Networks
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Challenges

Pros:

32x 100Gbps 1. Higher monitoring throughput

QSFP ports
.“Cons:

1. Limited hardware resources
2. Computational constraints

Figure: Edgecore Tofino switch

Volumteric DDoS detection strategies in literature cannot be directly of-
floaded to programmable switch data plane
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Goal
Design and develop new strategies for volumteric DDoS detection

in P4-enabled programmable data planes considering the switch
constraints

Volumetric
DDoS detection
SDN Programmable
controller switch
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Goal
Design and develop new strategies for volumteric DDoS detection

in P4-enabled programmable data planes considering the switch

constraints Focus on

ISP networks

Volumetric
DDoS detection
SDN Programmable
controller switch

| Minimize out-of-band actions
| Good network performance
| High detection accuracy
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Normalized network traf c
entropy-based DDoS detection



Normalized network traf ¢ entropy

Normalized network traf c entropy Rl i
indicates network traf c distribution
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Normalized network traf ¢ entropy in programmable switches
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