Direct Telemetry Access

Jonatan Langlet
Queen Mary University of

London
Ran Ben Basat Sivaramakrishnan Gabriele Oliaro
University College London : Ramanathan Harvard University
University of Southern
California
Michael Mitzenmacher Minlan Yu Gianni Antichi
Harvard University Harvard University Queen Mary University of

London

w2 HARVARD

s UNIVERSITY

L Queen Mary

University of London

7USC

Jonatan Langlet
Direct Telemetry Access



What Is network telemetry?

.Remotely reading network

measurements
/@\.Allows deep network insight
S - Troubleshooting
|

NN - SLA compliance

N

)

- Network reactivity
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1)Continuously measure
2)Collecting for analysis

Modern netwaork control loop
3)Adapting the network

=y
4)Push changes

(1) Measure \ \ (3) Adapt

.Flow paths

.Queue depths
.Latency spikes
.Packet losses

(4) Reconfigure
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This work In one slide

- Overloads collector CPU

- Reduced insight

-We redesign telemetry collection

- Bypassing the CPU

i
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[
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- Increased insight
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Telemetry Is INTENSE

.Single monitoring query

- O(1M) per switch query

.Collection performance

Mavy O10N)

The collector CPU is bottlenecking!

System Metric Generation Rate
INT 0.5% Raw ~19 Mpps
Marple TCP Out-of- ~6.7 Mpps
Sequence

Marple Flow counting ~4.3 Mpps
NetSeer | Packet losses ~1.0 M
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Fig: 16-core performance
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Narayana, Srinivas, et al., “Language-Directed Hardware Design for Network
Performance Monitoring”, SIGCOMM’17

Zhou, Yu, et al., “Flow Event Telemetry on Programmable Data Plane’,
SIGCOMM’20

Khandelwal, Anurag, et al., “Confluo: Distributed Monitoring and
Diagnosis Stack for High-speed Networks”, NSDI’19




What can we do?
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But RDMA is limited...

.Two high-speed operations
b - Read
W

- Write
Jonatan Langlet 10

.High-speed RDMA is limited
Direct Telemetry Access

- Dumb memory operations

W NN - O

- Explicit addresses




Making Switch-RDMA work

S Collector .Introducing a new

1 Allows us to expand RDMA |tocol

M
S \ -DTA
ahslator (ToR)
Switch S Qat.

reports R y.

ans
A C -

Collector
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Backup slides
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Overview
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Q(Servers) ] Euutfng Errorg Processing queries i

ETranSIatorS Network-wide aggregation
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DTA Traffic Telemetry-transporting protocol
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EReporters Traditional network monitoring
E(Switch es) Generating telemetry data
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ASIC Pipeline

J o_natan Langlet supports tracking 65K reporter sequence numbers with 256
Direct Telemetry Access in-transit reports each.
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Resource Base footprint Batching Retransmission
SRAM 5.5% +3.0% +0.5%
Match Crossbar  5.9% +9.0% +0.2%
Table 1Ds 27.6% +7.8% +1.0%
Hash Dist Unit  13.9% +20.8% -
Ternary Bus 20.3% +7.8% +1.1%
Stateful ALU 10.4% +31.3% +2.1%
Table 3: Resource costs of the translator. Append batching
creates batches of 16x4B data payloads, and retransmission 16



Throughput [Reports/sec]
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Resync
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Elapsed Time
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