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What is network telemetry?
●Remotely reading network 

measurements

●Allows deep network insight

– Troubleshooting

– SLA compliance

– Network reactivity
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Modern network control loop

(2) Collect

(3) Adapt(1) Measure

●Flow paths

●Queue depths

●Latency spikes

●Packet losses

1)Continuously measure

2)Collecting for analysis

3)Adapting the network

4)Push changes

(4) Reconfigure
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This work in one slide

●Telemetry generates tons of data!

– Overloads collector CPU

– Reduced insight

●We redesign telemetry collection

– Bypassing the CPU

– Increased insight

Reports

RDMA

O(1Mpps)
Per switch & metric
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Why is this now a problem?

●Programmable 

switches enable 

incredible traffic insight

– Custom per-packet 
logic

●Tons of monitoring 

papers!
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Telemetry is INTENSE
●Single monitoring query

– O(1M) per switch query

●Collection performance

– Max O(10M)

System Metric Generation Rate

INT 0.5% Raw ~19 Mpps

Marple TCP Out-of-

Sequence

~6.7 Mpps

Marple Flow counting ~4.3 Mpps

NetSeer Packet losses ~1.0 Mpps

Spoiler

Fig: 16-core performance

The collector CPU is bottlenecking!

Narayana, Srinivas, et al., “Language-Directed Hardware Design for Network 
Performance Monitoring”, SIGCOMM’17

Zhou, Yu, et al., “Flow Event Telemetry on Programmable Data Plane”, 
SIGCOMM’20

Khandelwal, Anurag, et al., “Confluo: Distributed Monitoring and
Diagnosis Stack for High-speed Networks”, NSDI’19
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Telemetry Data

This is what RDMA is designed for!

RDMA

O(100Mops)

What can we do?
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But RDMA is limited...

●Two high-speed operations

– Read

– Write

●High-speed RDMA is limited

– Dumb memory operations

– Explicit addresses
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Making Switch-RDMA work
●Introducing a new 

protocol

– DTA

● Direct Telemetry 
Access

– Wrapper for RDMA

RDMA

Collector

Translator (ToR)

DTA

Translator

Switch S 
reports R

Collector

This means 
that...

Mem[A] = r

Allows us to expand RDMA
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Fast and Generic

Fig: 16-core performance (vs 0-core DTA)PacketScope
(SOSR’20)

INT
HyperLogLog

CM Sketch
Count Sketch

Marple
(SIGCOMM’17)Sonata

(SIGCOMM’18) TurboFlow
(EuroSys’18)AROMA

(IFIP’20)

NetSeer
(SIGCOMM’20) PINT

(SIGCOMM’20)
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Overview
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Primitives

Fig: Key-Write

Fig: Append

Fig: Sketch-Merge

Fig: Key-Increment
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ASIC Pipeline
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Querying

Fig: Append queryingFig: Key-Write Querying

Fig: Append 
breakdownFig: Key-Write breakdown

Fig: Append speed
Fig: Key-Write speed
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Resync

x10 :)


