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Impact

• Any CID can be eclipsed from the network.

• Hundreds of applications build on IPFS and use the DHT - they’re all 
vulnerable.

• The attack applies to any Kademlia-based DHT (e.g., Ethereum, I2P, 
DAT).
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What now?

• Working with engineers at Protocol Labs to fix the vulnerability in 
kubo (primary IPFS client).

• CVE-2023-26248 assigned

• Paper to appear at NDSS 2024

• Preprint available at: https://ssg.lancs.ac.uk/wp-
content/uploads/ndss_preprint.pdf

• IPFS CID: bafybeieg6imrz23ut6inhaqvhpzq5n7gb5bvb6fbpom4b7ij4aqzxrjqyi

https://ssg.lancs.ac.uk/wp-content/uploads/ndss_preprint.pdf
https://ssg.lancs.ac.uk/wp-content/uploads/ndss_preprint.pdf


BUT…



Half the IPFS DHT 
network becomes 

unresponsive
Q1’23



● 60% of nodes unresponsive 🫣
● BUT no content unreachable
● Network kept functioning, albeit much slower



Check:
● Blogpost: https://blog.ipfs.tech/2023-

ipfs-unresponsive-nodes/
● Video: https://youtu.be/8cGEjdCfm14
● https://probelab.io for lots more 

measurements 

https://blog.ipfs.tech/2023-ipfs-unresponsive-nodes/
https://blog.ipfs.tech/2023-ipfs-unresponsive-nodes/
https://youtu.be/8cGEjdCfm14
https://probelab.io


THANK YOU!

yiannis@protocol.ai

mailto:yiannis@protocol.ai
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