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IP-based traffic filtering is a very popular security 
technique  

● Blocklists filter requests against known threat actors

● Rate-limiting to prevent bots and abuse of services

● Anomaly detection based on behavioural fingerprinting 
of IP activity 
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What about collateral damage? 



Large-scale IP sharing LSS) makes IP-based blocking 
problematic 

● Carrier-Grade NAT CGNAT: 
○ Used by ISPs to manage IP address scarcity
○ IPv4 scarcity leads to higher concentration of users per IP

● VPN / Proxies:
○ Chosen by users for privacy, security, or performance
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Often abused for malicious purposes

Users don’t use CGNAT by choice, shouldn’t be punished for it





https://oxil.uk/.k-media/b87a9baa644d1c3afd6e3dd458b481f7.pdf 

https://oxil.uk/.k-media/b87a9baa644d1c3afd6e3dd458b481f7.pdf


Actions on IP addresses can have disproportionate 
effects along socio-economic boundaries
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Internet users normalized by the number of IPs registered in the country



Our goal:
Detect large-scale IP sharing to 
calibrate traffic filtering and 
minimize collateral damage



Overview of inference methodology
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Overview of inference methodology
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How can we get 
labelled IPs?

What features are 
informative?



Overview of inference methodology
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What features are 
informative?

1. Traceroutes
2. WHOIS
3. DNS PTR



Constructing a training dataset of labeled IPs 
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Distributed traceroutes from RIPE Atlas
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Constructing a training dataset of labeled IPs 
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Constructing a training dataset of labeled IPs 
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DNS PTR records
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Composition of our training dataset per label
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Reference Dataset Addresses Found ASes

CGNAT IPs 215,770 1,496

VPNs & Proxies 179,448 306

Non LSS IPs 878,560 2,602



Overview of inference methodology

17

37th Multi-Service Networking Workshop

What features are 
informative?



Key discriminating features per IP and per /24 prefix

● Diversity of User-Agents 

● Diversity of TLS signatures

● Source port distribution

● TCP RTT variability

● Diversity of destination hosts

● TLS/TCP RTT difference

● Number of requests 
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Multi-Class Classification Model

● XGBoost classifier with 97% F1-score

● 98% accuracy on test set

● 10-fold cross-validation with 0.994 

AUC

● Independent validation with 96% 

accuracy on SOCKS proxy dataset 

and dataset from mobile broadband 

provider
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Comparing the HTTP features per IP and per /24 prefix helps to 
distinguish VPN/Proxies from CGNs
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per IP address per /24 prefix
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Easy to 
distinguish 
Non-Shared 
IPs from the 
rest

per IP address per /24 prefix
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Easy to 
distinguis 
Non-Shared 
IPs from the 
rest

Easy to 
distinguis 
CGNAT IPs 
from the rest

per IP address per /24 prefix



/24 Prefix Features Dominate Classification
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Operational Implications

● CGNAT IPs generate 

proportionally 16X more 
requests than non-shared-IPs

● CGNAT IPs are 3X more likely 
to be rate-limited despite 

similar bot scores
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Global Distribution of CGNATs

● Highest raw numbers: 
Brazil, India, US

● Highest proportion of 
country's IPs:
 Africa, Central and 
South-East Asia
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Conclusions

● Proper detection and classification of multi-user IPs can prevent 
collateral damage from IP filtering

● Important to detect CGNATs for equitable security measures

● Diversity, not just volume, is key for identification
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