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BT communication vulnerability
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Courtesy: (2023) BLUFFS: Bluetooth Forward and Future Secrecy Attacks and Defenses DOI: https://doi.org/10.1145/3576915.3623066
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BT vulnerabilities in the wild
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1. BLUFFS: https://doi.org/10.1145/3576915.3623066
2. BLURTOOTH: hitps://doi.org/10.1145/3488932.3523258

Another scenario:

« Tourist group visiting remote locations
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Research Problem
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Existing solutions:

« Third-party infrastructure-based certificates/QR-codes
« High overhead customized application layer
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Proposed System Design

Gyroscope-based Shared Secret
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Methods

Shared secret generation
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Success rate: Above 80%
Entropy: 6.7 bits/8 bits
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End-point authentication
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Real-world application ~ 3 SURREY

/ Step-1: Receiver Validation \ / Step 2: Digital Car-lock Controller \
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Attack resilience
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