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Networking Functions Need to Know Packet Fields



This Means That NFs Need a Packet Parser
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Protocol Alternatives Can Rapidly Increase … 

https://networking-docs.nvidia.com/doca/sdk/doca-target-architecture
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Protocol Alternatives Can Rapidly Increase … 

Can be NIC standard features helpful?  

https://networking-docs.nvidia.com/doca/sdk/doca-target-architecture

Many Protocols 

Complex SW Parsing
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Do SW NFs Need Help? The Load Balancer Example

Setting a maximum performance bar
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Do SW NFs Need Help? The Load Balancer Example

Parsing multiple protocols even if not 
actually used 
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Do SW NFs Need Help? The Load Balancer Example

Parsing only needed protocols
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Do SW NFs Need Help? The Load Balancer Example

Thank you HW/SW optimizations!

https://blog.cloudflare.com/branch-predictor/
https://gcc.gnu.org/onlinedocs/gcc-4.3.4/gcc/Optimize-Options.html
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Do SW NFs Need Help? The Load Balancer Example

Not So Performant … What is happening? 
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Understanding Protocol Variability Performance Impact

Yasin, Ahmad. "A top-down method for performance analysis and counters architecture." 2014 IEEE ISPASS
https://www.intel.com/content/www/us/en/docs/vtune-profiler/cookbook/2023-0/top-down-microarchitecture-analysis-method.html
https://perfwiki.github.io/main/top-down-analysis/
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Understanding Protocol Variability Performance Impact

Yasin, Ahmad. "A top-down method for performance analysis and counters architecture." 2014 IEEE ISPASS
https://www.intel.com/content/www/us/en/docs/vtune-profiler/cookbook/2023-0/top-down-microarchitecture-analysis-method.html
https://perfwiki.github.io/main/top-down-analysis/

Branch misspredictions are increasing …
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Why CPUs Need Branch Predictions?

Common 5-stage PipelineCycle 1 IF EXE MEM WBID
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Why CPUs Need Branch Predictions?

The goal is a new instruction each cycle

IF ID EXE MEM WB

IF ID EXE MEM WB

Cycle 1

Cycle 2

. . . 
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Why CPUs Need Branch Predictions?

if (condition)

IF ID EXE MEM WB

Cycle 3

Cycle 1

Cycle 2

IF ID EXE MEM WB

IF EXE MEM WBID
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Why CPUs Need Branch Predictions?

Which is the next instruction?

��

if (condition)

IF ID EXE MEM WB

IF ID EXE MEM WB

Cycle 3

Cycle 1

Cycle 2

IF ID EXE MEM WB
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Which is the next instruction?

��

if (condition)

Why CPUs Need Branch Predictions?

IF ID EXE MEM WB

IF ID EXE MEM WB

Cycle 3

Cycle 1

Cycle 2

IF ID EXE MEM WB
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Why CPUs Need Branch Predictions?

if (condition)

if + 1

If the prediction is correct the CPU saved cycle 

IF ID EXE MEM WB

IF ID EXE MEM WB

Cycle 3

Cycle 1

Cycle 2

IF ID EXE MEM WB

Cycle 4 IF ID EXE MEM WB

. . . 
Cycle 5 IF ID EXE MEM WB

Cycle 6 IF ID EXE MEM WB
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if (condition)

if + 1

If the prediction is wrong the CPU wasted work

else

Why CPUs Need Branch Predictions?

IF ID EXE MEM WB

IF ID EXE MEM WB

Cycle 3

Cycle 1

Cycle 2

IF ID EXE MEM WB

Cycle 4 IF ID EXE MEM WB

. . . 
Cycle 5

Cycle 6 IF ID EXE MEM WB

Cycle 7 IF ID EXE MEM WB

IF ID EXE MEM WB

https://blog.cloudflare.com/branch-predictor/
D. A. Patterson and J. L. Hennessy, Computer Organization and Design RISC-V Edition: The Hardware Software Interface, 2nd ed. Morgan Kaufmann, 2021.
Kocher, Paul, et al. "Spectre attacks: Exploiting speculative execution." Communications of the ACM 63.7 (2020)
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Understanding Protocol Variability Performance Impact
UDP TCP

if 
(L4

 ==
 UD

P)

if (L4 == TCP)
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Understanding Protocol Variability Performance Impact
t

Because of the branch misspredictions …
https://builders.intel.com/docs/networkbuilders/open-vswitch-optimized-deployment-benchmark-technology-guide-1645719787.pdf
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Do We Need All of These Protocols?
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Do We Need All of These Protocols?
Not always but …



27

Do We Need All of These Protocols?

L3: IPv4 vs. IPv6
L4: UDP vs. TCP 
(QUIC?) vs …

Encapsulation: 
VLAN vs. VXLAN Vs. 
…

Not always but …

https://radar.cloudflare.com/
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Do We Need All of These Protocols?

L3: IPv4 vs. IPv6
L4: UDP vs. TCP 
(QUIC?) vs …

Encapsulation: 
VLAN vs. VXLAN Vs. 
…

UDP vs. TCP was enough to show the drop!

Not always but …

https://radar.cloudflare.com/
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Our Proposal: NIC Could you Parse This For me?

SmartNIC
Application

0

ipv4_dst
(4 bytes)

ipv4_src
(4 bytes)

l4_src
(2 bytes)

l4_dst
(2 bytes)

l3_protocol
(1 bytes)

HEX 
Header                Payload

Feature Extraction

Header

123 4 7 8 9 10 11 12

</>
 @to_offload
 ipv4_src 
 ipv4_dst
 l4_src
 l4_dst
 l3_prtcl



Parsing Offloading Recipe: What do We Need?

Generate a parser configuration

30

�� 🔥🙂
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Parsing Offloading Recipe: What do We Need?

Generate a parser configuration

NIC and NFs field communication (keep it simple)

�� 🔥

�� 🔥

🙂

😎
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Parsing Offloading Recipe: What do We Need?

Understand which are the fields of Interest

Generate a parser configuration

NIC and NFs field communication (keep it simple)

�� 🔥

�� 🔥

�� 🔥

��

🙂

😎
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Our Proposal: A Compiler-Based Approach 

…
@to_offload
lookup(pkt.ipv4.src, …)
lookup(pkt.ipv4.dst, …)
lookup(pkt.l4.src, …)
lookup(pkt.l4.dst, …)
lookup(pkt.l3.protocol, …)

…

Annotated Source Code

1
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Our Proposal: A Compiler-Based Approach 

…
@to_offload
lookup(pkt.ipv4.src, …)
lookup(pkt.ipv4.dst, …)
lookup(pkt.l4.src, …)
lookup(pkt.l4.dst, …)
lookup(pkt.l3.protocol, …)

…

Annotated Source Code

HEX 
Compiler

1 2

…
parse(pkt.ipv4)
push(pkt, ipv4.src)
push(pkt, ipv4.dst)
parse(pkt, l4)
push(pkt, l4.src)
push(pkt, l4.dst)
push(pkt, ipv4.protocol)

…

SmartNIC Code

3

…
ip_src = pkt.hex.ipv4_src
ip_dst = pkt.hex.ipv4_dst
l4_src = pkt.hex.l4_src
l4_dst = pkt.hex.l4_dst
l3_prtcl = pkt.hex.l3_protocol

…

Host Code
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Taming Protocol Variability Challenges
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Taming Protocol Variability Challenges
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Thanks
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Backup
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